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Motivation
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Context : safety-critical cyber-physical systems

Images illustrating Tesla fatal crashes : Williston, Florida, USA [May 7, 2016]; Mountain View, California, USA [March 23, 2018]
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Context : safety-critical cyber-physical systems

Tesla  Audi m Mezda

Images illustrating Tesla fatal crashes : Williston, Florida, USA [May 7, 2016]; Mountain View, California, USA [March 23, 2018]

Formal verification of complex cyber-physical systems : out of reach ?

Lightweight verification
m Testing

= Monitoring, runtime verification
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Monitoring cyber-physical systems

Specification : =(v > 80)

violation

80
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Monitoring cyber-physical systems with sampling

Specification : =(v > 80)

violation
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Signal interpolation

Specification : (v > 80)
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Signal interpolation

Specification : (v > 80)
v

violation
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Signal interpolation with prior knowledge

Specification : (v > 80)
v

violation

t

Impossible violation because we know that fl—;’ < K (for some known K)

Example : a car cannot accelerate arbitrarily fast
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Model-bounded monitoring
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Model-bounded monitoring [wak21]

Specification : (v > 80)

System log
v
sol T
° °
[ ]
[ ]
° ° ° ®

. [WAH21] Masaki WaGA, Etienne ANDRE et Ichiro Hasuo. « Model-bounded monitoring of hybrid systems ».
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Model-bounded monitoring [wak21]

Specification : (v > 80)

System log + knowledge (bounded model) (% < K)
v

80

. [WAH21] Masaki WaGA, Etienne ANDRE et Ichiro Hasuo. « Model-bounded monitoring of hybrid systems ». 1+ [CCPS. ACM, 2021, p.21-32
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Model-bounded monitoring [wak21]

Specification : (v > 80)

System log + knowledge (bounded model) (% < K)

v
80 safe!
t
. [WAH21] Masaki WaGA, Etienne ANDRE et Ichiro Hasuo. « Model-bounded monitoring of hybrid systems ». 1+ [CCPS. ACM, 2021, p.21-32
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The bounding model : a linear hybrid automaton

A bounding model should :
® be expressive

© yet allow for efficient computation

. [Hen96] Thomas A. HENZINGER. « The Theory of Hybrid Automata ».
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The bounding model : a linear hybrid automaton

A bounding model should :
® be expressive

© yet allow for efficient computation

Our formalism : linear hybrid automata [Henos]
m discrete modes

® invariants, guards, derivatives expressed by polyhedra

X1 =40
$2=35

xl—x2§4

Lo
i1 € [7.5,8.5]
i2 € [8.0,9.0]

£
iy € [11.0,13.0]
i2 € [9.0,11.0]

w1—$224

. [Heng6] Thomas A. HENZINGER. « The Theory of Hybrid Automata ».
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Model-bounded monitoring in a nutshell

a bounding The LHA a safety
model M i specificati
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Algorithm : bounded-time reachability

80
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Are linear hybrid automata efficient?

® Reachability analysis in (linear) hybrid automata is very hard
m Long line of research (e. g., [Bu+19] [Bog+20] )

. [Bu+19] Lei Bu, Jiawan WANG, Yuming Wu et Xuandong Li. « From Bounded Reachability Analysis of Linear Hybrid Automata to Verification of
Industrial CPS and loT ».

. [Bog+20] Sergiy BocomoLov, Marcelo FORETS, Goran FREHSE, Kostiantyn Potomkin et Christian SCHILLING. « Reachability Analysis of Linear Hybrid
Systems via Block Decomposition ».
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Are linear hybrid automata efficient?

® Reachability analysis in (linear) hybrid automata is very hard
m Long line of research (e. g., [Bu+19] [Bog+20] )

© Butin our scheme we “reset” the uncertainty at each new sample
= No error accumulation, no divergence

. [Bu+19] Lei Bu, Jiawan WANG, Yuming Wu et Xuandong Li. « From Bounded Reachability Analysis of Linear Hybrid Automata to Verification of
Industrial CPS and loT ».

. [Bog+20] Sergiy BocomoLov, Marcelo FORETS, Goran FREHSE, Kostiantyn PoTomkin et Christian SCHILLING. « Reachability Analysis of Linear Hybrid
Systems via Block Decomposition ».
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Experiments
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Two implementations

Approach 1: existing model-checker PHAVerLite [Bz19]
m Light fork of PHAVerLite [Freos]
© Highly optimized reachability analysis

Approach 2 : ad hoc dedicated monitor HAMonI (by Masaki Waga)

© Best performance in theory

. [Bz19] Anna BECcHI et Enea ZAFFANELLA. « Revisiting Polyhedral Analysis for Hybrid Systems ».

. [Freo8] Goran FREHSE. « PHAVer : Algorithmic Verification of Hybrid Systems Past HyTech ».
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Benchmarks

Three main benchmarks :

Adaptive cruise controller [BRS19]
1 Robot navigation benchmark [Fios]

Shared Gas-Burner [DHRo5]

. [BRS19] Lei Bu, Rajarshi RAy et Stefan ScHupp. « ARCH-COMP19 Category Report : Bounded Model Checking of Hybrid Systems with Piecewise
Constant Dynamics ».

. [Flos] Ansgar FEHNKER et Franjo Ivancic. « Benchmarks for Hybrid Systems Verification ».

. [DHRos] Laurent Doven, Thomas A. HENZINGER et Jean-Francois RASKIN. « Automatic Rectangular Refinement of Affine Hybrid Systems ».
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Benchmarks : bounding models

Bounding models : mostly taken from the literature
m Example : GASBURNER :

(z1 > 100 Az < 80) V (z1 > 20 A g < 0)

1 € [80,100],
3 € [80,100]

(w2 > 100 Ay < 80) V (w2 > 20 Ay < 0)

The affine hybrid automaton for the original model in GASBURNER, where h 2, a 0.01,b 0.005, ONy h ax

b bas,

ONg = h — axzg + bz, OFF; = —axz + bxg,and OFFy = —axgy + bxq.

Logs : randomly generated from the bounding models (this coincidence is not
mandatory)

= Length of the logs : 150 to 100,000
Etienne André (Université de Lorraine)
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Changing observation length

PHAVerLite, dim. 3, = 2
PHAVerLite, dim. 3, =0
HAMoni, dim. 3, = 2.
HAMoni, dim. 3, =0

o
ot

=
[l SAN V]

=
ot

Exec. time [sec.]

(e}

01 2 3 45 6 7 8 910
Length [x100]

Conclusions :
m linear
m very scalable: > 5,000 samples / second
m Our tool HAMONI is about 10 times faster than the existing PHAVerLite
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Changing model dimension

PHAVerLite, ACCD, len. 100, €
PHAVerLite, ACCD, len. 100, €
HAMoNI, ACCD, len. 100, €
HAMonI, ACCD, len.1oo €

1000 ‘ ‘ ‘
100
10

1

0.1
0.01
0.001

i

Execution time [sec.]

2 25 3 35 4 45 5 55 6
Dimension

Conclusions :
m Existing model checker PHAVerLite faster for dimensions > 6

m Future work : further optimization of our tool HAMONI
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Conclusions
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Conclusion

Model-bounded monitoring

m Bounding model (prior knowledge) : linear hybrid automaton

Algorithms and implementations
m Idea: bounded-time reachability
m Crux:no error accumulation due to new sampling

m Experiments : effectively monitorable
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m Bounding model (prior knowledge) : linear hybrid automaton

Algorithms and implementations
m Idea: bounded-time reachability
m Crux:no error accumulation due to new sampling

m Experiments : effectively monitorable
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Perspectives

Monitoring beyond safety
= Monitoring against temporal properties

m Uncertainties in the observation
= partial logs
= values known with uncertainties

m Uncertainty in the specification
|

Quantitative monitoring
= “By how much is the specification violated ?”
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Benchmarks

€ : slow-down parameter
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